0 e e Rl R Ol S S el A R e

Dallas, Texas

The Dallas Convention Center
Hyatt Regency Reunion,
Loews Anatole Hotel

QA

K WA R GRS 0 e R BB L e




ENTELEC 92 TECHNICAL PROGRAM

Table of Contents
CONTROL BYSTENS
Paper T Author Faga No,
Low-Power, High-Performance Start Transmitiers
for Real-Time O, Gas and Pipeline Operations Jake Miller i
Protocol Sandardizaton for Remote Terminal UnitS .o DE WHEAM T, SHEW e nsars s cosvarsraransnss 7
Rapid implementation of 2 Sixteen County
Natnral Gas SCADA Svstem John Wade 19
SCADA Applications for Parket Radio Controllers Acthur M. Zatarain, PE. _ . 25
SCADA Systems as Part of an )
Information Svstem Environment William Gabris kY
Selecting MODEMSs for SCADA Radios and Landlines......coonivewennn Richard Zapolin _ 41
Sateflite Coramunication System in the Gulf of Mexico
and Upgrade of the Eastern Pipelines SCADA System ..o i Mario R Reyes 47
When is m RTU a PLCY Johu J, Fineran 37
EMERGING TECHNOLOGIES
Paper Title Author Page No.
Fiber Optic Communication Surges 1o Forefront
for Utility Applications Dennis I. Gaushell and James H, NOan ...vvervrsens 63
Frequency Management for PCS Serviece
to Co-exist with Microwave Thomss Lusk 75
(onsiderations for SONET Transport
Over Digitsl Redio M. P, Salas 83
Self Healing Networks Mick Chawner and Gary Flack: 3
GENERAL
Papar Title Author Page No.
2 Glz Microwave Radios Tested
for Spread-Spectrom Interference .o vomvvrecnn. Beajamin T, Caryso BSC,, (EE) b4
Customer-Specific Telecommunications Services:
A Visbie Option or 2 Passing Fad¥. .o cvrecercosmimenmemssnmresimeenene o 1DOGEHS Jarrent 135
Exploring Alernate Bands for 1.9 GHz Systems:
A Frequency Coordination Case Smdy Thomas C, Berty e, 123
Tower Light Moniwring Solutions for Old Rules
and New Penalties DPaniel DeSandro 138

March 28 - Aoid 1, 1982




SCADA Applicatioﬁs for Packet Radio Controllers

ARTHUR M. ZATARAIN, PE.
TEST I,

BRIEF

This paper is an introduction to Packet Radio Conwmoller
(PR} technology and its application in remote Supervisory
Conwol and Data Acqnisiion (SCADA) systems, The discus-
sion will provide basic information on Facks! technology, its
history, current capability and expesied future developments,
Specific epplication experience will also be presented to
demonstrate the effective application of the devives to several
scmmal SCADA installations.

This presentation is presented at an introduciory level, where
extensive electronics or telemetry knowledge is not assumed.
The intended audience is SCADA systom managers, sysiem
developers and applicatons persornel Therefore, some
awareness of ovenll telemetry concepts and goals is as-
sumsed, a3 is famibiarity with the basios of radio communica-
{ons systems.

Packet radio technology itsell is only discussed at the basic
level. For 2 more detailed explanation of the rchaoclogy,
please refer (o the reference Hst 2t the end of this document.

INTRODUCTION

Compater Data Communications can be performed with
voice {(audio) (ype cguipment by s of a device called 2
Modem, The Modem, short fie Modulator-Demodulator,
changes the computer's data {sent as electrical 1sand Ush into
audible tones that can be carried casily by traditional comma-
nications gystems, Many types of modems are available for
use in radio, telephone and direct connection links between
two or more data devices, This presentation discusses a
special modem device called a Packet Radio Controller, or
PRC, which provides many functions ngcessary 10 use radio
cquipment for telemetry applications.

Packet wehnology has been slowly galning acceptance in @
nurber of ficlds, most sotably smatour radic. Othercommer-
cial and indestrial applications have aiso emerged, although
ne general acceptance of the technique has been formalized
by any indusizial group. This will surely change as more
systems are installed and their benefits are more widely
recognized.

PACKET CONTROLLER BENEFITS

When considering any new technology, it is glways a good
idea to pot an idea of the advantages to be gained over sxisting
methods. Packet Technology will be used in place of uadi-
tionat radioQr microwave modems 1o send and reveive digital
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dara, often in some form of remote SCADA system. Some of
the benefits the author hag identified for Packet Controllers,
when compared to exising tethods, are as follows:

1. Allows lemetry systems to operate with sub-standard
radio sysipms that would otherwise be unsaitable for
SCADA applications.

2. Simplified sofiware geacration or modification forcon-
trol programs because of the inherent intelligence and
standardization of the PRC units,

3. Flexible operation that adapts to ¢changes in the com-
munications link during or after instaliation and startup,

4, Sundardized physical and kgival design gmong vari-
ous manaiacerers simplifies equipment specification.

5. Improved radio system performance in shared systems
due 1 collision avoldance tuilt into the PRC control
goftware,

6. Single ualt for radio, micvowave, and direct connect
simplifies program and equipment changes for differ.
ent sysiems,

7. Multi-unit relay capability t0 extend range by allowing
a PRC 10 act as a repeater for & distant unit,

£, Low cost per unit due 1o softwere stundardization and
simnplicity of the electronic design,

9. Simplified system poubleshooting asing the builtin
capabilities of the controfler,

10, Potential application of controlier as 2 minimal RTU
system with Tew addigional components,

PACKET CONTROLLER HISTORY

Although the PRC s fairly well kngwn in cengin radio felds,
its use as » generat pwpose data device is s1ill in the early
siages of development. Its origing! development came in the
daia communications field as & means of standardizing the
exchange of compuier data on & shared network, Many sy
tems must deal with numercss osers, some of whom rarely
gss the link, Examples include microwave systems, satellite
sysiems, and gencral purpose radio systems. Packet technicl
ogy is aimed a1 making optimum use of thig type of commu-
nications arrangement, and Packet Radio is a subset of the
standard related 10 audio type radio systerns. This worldwids
gysiem was formalized in 1976 by the International Consuli-
ative Commitiee on Telephone and Telegraph (CCTIT) &
specification X.25. This specification is officially diied “In
wriace Botween Data Terminal Equiprent (DTE) and Termi-
nals Operating in the Packet Mode om Public Data Networks”
This document was amended in 1989, and iz also kmows as
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Bell Specification BX.25 for use in Bell Operating Company
systems.

Much of the current interest in Packet Technology has been
generated by the Amateur Radio field. As was the case in early
personal computers, these “hobbyists” have improved many
of the practical aspects that make the technology useful in
everyday applications. The Amateur world has developed its
own specification based on X.25 called AX.25, which extends
the original specification and has features that are valuable in
SCADA applications. Specifically, the sender and receiver
address schemes have been enhanced to allow radio call sign
or station identification codes to be used. The normal X.25
specification uses a less flexible commercial numbering sys-
tem. The amateur interest has also provided industrial users
with low cost, reliable equipment. The packet controllers are
often referred to as Terminal Node Controllers, or TNCs, and
are designed to comply with the TAPR standards. This is a
reference to the Tucson Amateur Packet Radio Corp, which
fostered many of the improvements that caused the develop-
ment of the amateur specification.

In this discussion, no separation between X.25 and AX.25 is
made unless an important difference exists.

~

PACKET CONTROLLER BASICS

The explanation of Packet Technology frequently requires the
use of analogies to other communications methods. For ex-
ample, the standard telephone modem is a well understood
concept that has many similarities to packet controller appli-
cations. This discussion will follow this path of comparing
the new Packet Technology with the more common phone
modem device.

A gross generalization of a PRC is to state that it does for data
radios what the Hayes Modem has done for telephone-based
data communications. The Hayes modem, developed by pri-
vate industry in the 1970s, is now the worldwide standard for
the design and application of dial-up telephone communica-
tions. The Hayes modem provides standardized features to
both control the data link as well as exchange data while the
link is intact. The modem exchanges data with the computer
via an RS-232 serial link, and connects to the phone line with
an RJ-11 modular jack. Control by the attached computer is
done with the “AT” command set, and data is sent using a
limited number of Bell and CCITT tone standards.

Similarly, the Packet Radio Controller provides a standard
method of control and data exchange over an audio commu-
nications channel, which is normally a standard voice radio.
In fact, the PRC usnally interfaces to a radio’s mike and
speaker connections. While the PRC is primarily designed for
radio applications, other audio based communications links
can benefit from it as well. Both device and link control are
done with a very simple, text based command set that has
been well standardized (and somewhat extended). Data is
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exchanged with a wide range of tones using Bell and CCITT
frequencies that can be adjusted to best suit the capability of
the radio being used. (Figure 1)

The PRC acts as a physical and logical buffer between each
data device and the link. It has the capability to “connect” to
another PRC and to indicate to the data device the status of
the link. When connected, the two PRCs can exchange data
in a manner that is transparent to the data devices. The
computers simply send data out and receive data in as if they
were directly connected to each other by a simple serial cable.
The only deviation from the direct connection is the time
delays involved in sending the data, and these delays can be
considerable (seconds or minutes) in extreme situations.

Although there are many similarities between the Hayes
modem and the PRC, there are many differences as well.
Hayes modems are designed for direct dial telephone connec-
tions, When in use, the Hayes modem has the exclusive use
of the phone line until the call is terminated. The Hayes
modem also sends data continuously when connected, with
virtually no delay between transmission of data from the
sending computer and injection of tones by the modem into
the phone line. The modem in this case merely serves to
extend the computer’s data ports over the phone line. What-
ever goes in one end comes out of the other end without any
actual processing by the modem itself other than the basic
tone generation and detection. (OK, OK, I know that some
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modems actually manipulate data for error detecton and
correction, but let’s igmore that for now).

Unlike the Hayes modem, the PRC is designed to use a
commumication link that is simultaneously shared with other
users {thongh not at every instant). The other asers do not
have to be any type of compatible equipment, but can be
anything that makes noise on the line (including simple
voiced, The PRC does this by sending data in bursts, called
packets, rather than on a continuous basis. The PRC essen-
sially acts as ancowork conmoller berween connected devices.
Normal PRC use is restricted to two devices during any
{ogkal connection, although muldple-connect types are al-
lowed by the standards,

Every packet received by & PRC is acknowledged by a shon
burst back 10 the sending umit. With this scheme, every single
packst that ig sem is accouned for by the sender. When a
fransmission occurs, one of three things can xear,

The recsiver Has no ervors snd ACKs the packet.

2. Therseeiver derects errors and NAKSs the packet, caus-
ing a re-send

3. Thereceiverneverhears the packet, and the senderiries
apain,

The packet netwank dogign is vory flexible becanse devices

can connedt and Jisconpect af any time, No device has

know about another unti! it needs to connect with it Also,

sy simultaneous coanectons can ke plxce during the

same time period because the PRC operates in burst mode and

does not “hog” the commanications Hnk asisthecase ina

shone moderm and mest network sysrems,

PACKET RADIO PHYSICAL CONNECTION

The data sideof the PRC is conneriad tothe computer or other
data device through 2 sandard RS-232 serial connection.
Both the tradisional DB-23 end newer DBY“AT” type con-
neciors can be found on varicas units. While ofher siandards
such a3 RS-422 are possible, the author is not aware of any
available pnits using this method. The compuser data enlers
and exits the PRC a5 asynchronous, serial characters that are
compatible with almost any computer related device. No
special codes or protocols ars required for the compnter side
of the connection. (Figure 2)

On the avdio side, most PRCs are designed to connrect 1o
standard voice type radio systems. They produce a2 low level
sudio ontput, and receive audio input of 2lmost any reason-
able lavel, This allows them to be connecied to the mike input
and speaker output of the radio, althoagh other internat con-
nections are possible. Also, the PRC must tie into the push.
to-talk (PTT) line of the radio, which normally involves
shorting the line to ground 10 key the radio. An optional
squedeh input o the PRC is normally available that allows a
chennel “bosy” signal to be monitored. When busy, the PRC
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will not mansmit. The PRC slvo ogks st apdio nolsc on the
line 1o avoid collisions, so the squelch input s opfional,
{Figure 3}
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Special PRC vircuis caxds are available thar plug dicectly into
the chasgsis of the common TBM compatibie Personal Com-
puter. These devices rely on the PC for much of the process-
tng, and are ndy gs desizgble for SCADA applications where
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the PC is likely 10 be very busy atready. The self contained
PRC, with its own dedicated processor, is much more desir-
shle as 3 general purpose device.,

PRC TRANSMISSION RATES

{Computers send serinl data ol a prodetermined rate called the
“baud rate,” which in the broad sense means “bits per sec-
ond.” This kistoric term actnally relaies 1o the tonge changes
per second allowed on the communications link, and is gen-
erally directly related 1o the actual data bits rate being teans-
aifted, Modemn modems use sdvanced techniques 1o pack
more bits per baud, resulting ina higher bitrare than the actual
1one change rale. Por purposes of this discassion, we will
avoid the argument over rminciogy and simply assume that
the houd rate is the same as the bif rate.

Inthe standard phone modem, bits come in from the compoer
over the RS-232 serial Hne s electrical 1s or 05 and are
instanily changed int» a specific tone on the phone line. The
receiving modem “hears™ this tong, and puts out a coree-
sponding e & based on the tone being received. Therefire,
there s an almast instattancous response at the recgiving end,
anct the data bit is intsct all along the oute ascithera L or G
The modem sysiem stmply extonds the normal elpotrical
connecton between the two compater devices,

The FRC is considerably more complex than the phone mo-
domn. The computer sends data ont of the R8-232 port in the
same manner, but the data is accumulated in the PRC until a
later transmission tme. As the packet is assembled inside the
PRC, the sending computer is unaware that there is a hold-op
in the mansmission. The eomputer and PRC communicate a1
2 fixed baud rate, called the termingl baud rate or “TRAUD”
s PRC terminology.

Data is collected into these Jarger groups {the actual “pack-
215™) which contain the sender’s data as well as information
regarding routing and error detection. Packets are sont s a
complete unit, bit by bit, using the industry standard “HDLL™
synchronous bit oriented protogol. This protocol is internal to
the PRC and need not be of concern to most wsers. The
gransmission time of the packet is fairly short (1-2 seconds),
aHowing many devices 10 sand bursis on a time shared basis.

When the packet is panemitied, te PRC seads it in a shon
burst 1o the receiving unit. The tones, band and other details
of this PRC-10-PRC transmisgion have absolutely nothing to
do with the seitings of the terminal-to-PRC connection. The
PRC-t0-PRC settings arc called the “HBAUD” configuration
of the units, and they must match exactiy on both ends of the
commanications link. (Figwe 4)

So, the computer talky 1o the PRC with one dala ram setop,
while the PRCs communicate smong themselves with guiie
another system. While the two PRCs must have a commaon
setup, the compuiers at each end of the link do not. The only

ENTELEC ‘92

BAUD RATE
SEGMENTS

Figure 4

requiremient is that each PRU be properly configured 1o
communicae with the gitached data device. The saiting of the
data device a1 the othor end is not imporant, Thes, 1 is
possible 10 have the sonding computer wansmit daa into its
PRC a1t 9600 baud, have the data wansmitted over the madio
at 1208 baud, and then sent from the receiving PRC o its data
device at 300 baud. This would be impossible in the Hayes
modem setup becanse there all devices must be at the idents-
cal baud rawe.

Why would different band rates be destred in the first place?
Well, normatiy they sre s, byt the delays asucined with
the packer asserbly and transmission can be reduced by
using the highest possible baud rates atsach segment. If the
radio system can only support 1200 baud, then using 1200
baud throughout results in an effective rate of no more than
400 baund for each packed transmission. The computer-t-PRC
at 1200, followed by a PRC-1-PRC trangmission as 1200, and
then a PRC-to-compuker oansmission at 1200 takes 3 ames
ionger than a single 1200 baud burst on 2 phone modem. Add
in the key up delays and acknowledgment oygie, and the
effective baud rate drops even further. So, the use of a higher
band rate v the PROGo-computer segment greatly improves
the overall performance, and is vsually within the capability
of the connacied squipment.

PACKET CONTROLLER FEATURES

Many features of Packes Technology have been standardized
by the AX 25 spevification. These featires relaie 10 the Con-
rmand set and overall opgration of the conoadier, In addition,
many uns offer non-standard or semi-standard features 10
accommodate industry specific sequirements. A sanpling of
the more important featores is as follows:
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STANDARD FEATURES
Radio Key-Up Delay
Mostradio systems reguire some Bme for the transit-
1zt power yp, and for the receiver w un-squelch. The
PRC will automaticaily assert the Push-To-Talk (PTT)
line on the radio and wait before actually sending any

data. This time is adiustable for each end of the link in
10 ;s increments,

Transpareat or Conversational Mode

The PRE will assemible & packet and transmit it as a2
ooil In pansparent mode, the transmission takes place
after a user setmble delay from the time the Iagt byt
wis recoived, In Conversational mode, the PRC will
cnly ansmil when an end of line character is received,
SCADA applications will sormally use trensparent
made, while manval operation wouald use conversa-
tonal mode,

BDelay Before Pucket Tramumission

When in ansparent mode, 1his seiting determines the
rumber of 10 ms periods 1o wait before pansmission.
This aliows 2 slow snding device o have its packet
assembled completely and sent a3 one anit.

Packet Length

Packet iengthy up 1o 256 characters are allpwed, with
the optimum length being determined by the quality of
the audio link. Better links can use longer packets due
to fewer retries, The actual message blocks can be
onger than the packet length, although several packet
transmissions may be required 1o seod the user’s data
segment,

Number of Ouistanding Packets

Tha conteollers can sead muitiple packets withoot wait-
ing for a weceipt acknowledgement from the other enit,
Becanse each packet i5 nombered, the receiver can
reagsemble the packers in the proper order when they
are all recaived. The max number of opstanding pack-
ers (e those not 20k d) can be 50010 avoid having one
end get o far abead of the other end,

Autemstic Station 1D (Beacon}

Radio Hoenses requiving periodic station idemification
can uge the PRU 1© send out & X1 messags a1 user
specified interedls,

Trausmit Refry Setfing

The controlier will sense Usnsmi errors and resend
packets a user specifiod number of tmes.

Radio Hardware Protection Timeonts

Theconpoller will only key the radio for a specific ime
peried. This prevents transmitier lurnovts due o a
smck Push-To-Talk line previcusty cansed by a crashed
compater directly conprolling the radio,
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OPTIONAL FEATURES

Althiough the standard specification provides many useful
features, some manufactarers offer unique or semi-standard
additional features that are helpfal in c¢rigin applications,
Sorne of the more common ones are listed here:

L.

Packet Repeater Operation

Permits packer data 1o be sent down s series of nrits to
allow conneciion of units normally out of radio range,

Radio Tone Calibrate Mode

Manuat activation of the radio link tones allows simph-
fied calibranion and verificmion of the redio gystem
during instaation and mainienance.

HAYES Modem Commuand Emulation

A simpiified PROC conunund set based ou the Haves
AT command st allows pse of the PRC with systems
actually designed {or phone modem ose.

Data Encryption

A buili-in 1ext encryption is avaiiable in non-amateny
snisg that witl scramble the data block section of the
packet. This can be uysefud if sensitive daia iy being
exchanged, or access 1o the squipment by an uninvited
user is anticipated,

Remote Configuration

Many units can be configured from the opposite end of
the communications link. This allows for parameter
setting to be done withowt actually connecting fo the
PRC itself. Allthat is requived is that 2 remote connec-
tion be established over the eadio ink,

Built-in YO Connections

Some unns offer special digiial YO points designed
primarily for prister interfaces, However, the potential
is ihere 1o use these points as a mintmal RTU by adding
the proper Interface devices to the PRC. With the proper
Hast software, these poinig could be moniored or con-
wolied 10 provide & very simple, Iow cost RIU with
considerable communications capphility,

TYPICAL PACKEY SESSIONS

A typical packet szssion consiats of three separate phases:

-
.

e
e

3.

Initiating and verifving the connection,
Data exchanges.
Link termination.

Phases 1 and 3 require that the data devices at one or both
ends gperate the PRC in “command mode,” where data sent-
from the computer is processed locally by the PRC. Daring
Phase 2, data sent from the compuoters is eransmitted and
received in a manmer similar o normal modem connections,




¥ is nportant 10 wndersiand that the PRC s always in one of
two modes: Command or Transfer. When in ¢ommand mode,
the computer somected to the PRC manipulates it directly,
When in taansfer mode, the PRC acts transparently and ex-
changes the data with the other PRC, Varions methods are
available to togele the PRC beiween the two modes,

A typical session would start with a computer issuing a
connest command 1o its PRC. Like all PRC commands, a
siiple plain text message is sent 1 the anit indicating the
name (stagon 11D} of the PRC with which 1o connect, The FRC
izkes over at that point, and transits 2 request 1o connect. If
a PRC with the proper ID is somewhere oa the andio hink, it
will respond and the connection will be made. At that point,
both PRCs have shifted from command to transfer maode,
Note that the connection between PRCs 15 done with short
bursts, and the commumnications link is svailable for other
users during the idle Gmes of the connect period.

While connected, cach end of the link ¢an fre¢ly sead data of
any form, ingloding binary data. The PR does not get
invotved in the format of the data, It only acts as the camier
of the data. Therefore, any existing data protooo! can be sent
gver the PRC once the connection is made. The two data
devices do not have to provide any additional controls er error
detecrion because all of the busywerk of madntainiog the Hink
is done by the controllers.

GENERAL SCADA APPLICATIONS

Packet techaology is best nsed (o aliow a common communi-
cations system to be shared by many users. The general theme
is that although many neers exist, none of them gee the fink g
farge percentage of the sime, In many ingtances, the link may
even be idle for long intervals, Many SCADA applications
fall o this cagory, where periodic updates from an RTU
10 4 Host system take place i brief data ransfers that ocouy
# ssheduled or ramdom times,

Many remots SCADA svsiems rely on a voice {ype comma-
nications systom for data transmission. When the link will be
by radio, the PRU can be used to greatly simplify and enhance
the suandard two way adio system, It ¢an also be nsed on
other malti-drop Haks sach as microwave channels or simple
wire pairs. In all cases, the PRC will provide a means of
exchanging daia with minimal impact on the programming
and other functions of the connecied devices.

The basic SCADA application will be to ke an existing
wlemetry or contro] system, implemens: some form of simple
PRO contred scheme, wnd connect the system 10 the radios,
Onee the packet eontrollers are in place, the data units can
exchange mformation as if they were directly connegted. The
normal data prowee] native to the system can remain largely
unchanged, with the only possible trouble area being message
timing.

ENTELEC 92

With this setup, systems that nomeally rely on direct connec-
tion (such as Programmable Logic Controllers) can act as
remote teaminal units over 2 complicated shaved radio net.
work. Withont the PRC, extengive modifications @ the soft.
ware in the data devices would be requived 1o inpkemeni the
numercuas funcions handled internally by the PRC,

SCADA MISAPPLICATIONS

High speed SCADA sysiems, or those regubring e dala
rransfers, may not be suitable for Packet Controliers. The
instantancous theoughput of packet is spmewhal slower than
a direct modem approach. This is due 1o the inherent delays
associated with the assembly, transmisgion, and acknow-
fedement of the packets.

Radic sysiems with restricted data liconses may alen have
problems implementing packet. The typical restiction isthe
time limit {seconds per minute) that the SCADA gystam can
use the channel for“secondary signaling.” Thiswsoally refers
1o some sort of tonc sigaaling device, although SCADA ofien
comes under this umbrelia. Bowaver, the ingreasing ascep-
tance of packet technology by the FCC will relax thess
restrictions because 1t is recognized that packes makes beiter
overall nse of the available channels.

LINK CONTROL SOFTWARE MODIFICATIONS

The implementation of Packet Controllers in SCADA will
almost slways invplve software modification o the data
device that conwrols it. However, the modifications required
are far simpler than would be required if the software had 10
perform all of the functions handled by the FRU iself, The
changes (or enhancemesnts) required involve the sending of
commands 10 the PRC only, In many cases, no modifications
tc the normal data transfer procedures will be required. I the
sofiware ig already capable of operating a telephone ling
modent, then changes to accommodate radio communications
vig PR are aimost trivial.

The modificaticns can be kept to a minimum by oaly provid-
ing the software with the abilily to make and break the
connecticn. This would require only two commands, CON-
NECT and DISCONNECT. Although commands would be
required to configure the PRC initially, they can be done
“offline” with a personal computer or simple ASCII isrminal,
Many seitings are maintained by the PRC even after power 15
removed, 50 a one-time setup may be all that is required. Onca
configurad, the PRC need only be commanded to connect and
then optionally to disconnect when the transfer is complete,

A more complete command capability would give the ¢om-
puter the ability to send a variety of messages to cantrol and
configure the PRC. With this capability, the computer could
dynamically change the action of the PRT o suit different
links and different operational conditions.
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One important software feature that must be added is the
ability to switch the PRC to and from command mode. When
in command mode, the PRC responds to messages rather than
transmitting them. If the PRC is in transfer mode, and the
computer wants to tell it to disconnect, then the PRC must
first be switched to command mode. Comrmon methods of
doing this involve a special code sequence in a specific period
of time. Many units use a sequence of three control-C char-
acters that are sent rapidly within one second after a one second
wait. This may sound complicated, but it is well within the
capability of even the most rudimentary modern RTU.

All PRC commands are done with simple text phrases fol-
lowed by one or more optional parameters. Examples are
CONNECT, TXDELAY, RETRY and TBAUD. The com-
mands can be shortened to less than the full length as long as
all letters are correct, such that the command DISCO is the
same as DISCONNECT. The PRC command set is quite
extensive and fairly standardized, so sofiware prepared for
one manufacturer’s unit can be used with others that follow
the AX,25 standard,

COMMUNICATIONS PROTOCOL
CONSIDERATIONS

The main consideration of the sending and receiving software
is that time delays will be present when data is exchanged.
The protocol must operate in a “relaxed” mode, where some
time is allowed for a response from the other unit. In a clean
communications system, the response time will be a few
seconds at most. However, in a noisy system, several retrys
may be required by the PRC that extend the delay to 10, 20
or more seconds. Radio repeater applications (discussed
later) can further extend the delays to over a minute. The data
system is unaware of the retries or other communications
problems being handled by the PRC, and simply waits for the
reply if one is expected.

While this may sound quite limiting, it is not normally a
problem in many modern SCADA systems. Typical applica-
tions involve a Host system that periodically *polls,” or
interrogates one or more Remote Terminal Units (RTUs) 1o
determine the status of the equipment at that location. Addi-
ticnally, the RTU may constantly accumulate information
that is sent to the host during the brief poll session. Even on
a large system, the quantity of data involved is fairly small,
Therefore, the transmission time of several seconds rather
than a fraction of a second is not a factor in the overall
operation,

Some simple SCADA systems operate in simplex mode
where they only transmit data to a host computer. The RTU
end of the link transmits information and does not process a
reply from the host end at all. These systems will realize little
impact from the PRC delay because each phase of the trans-
mission will not have 1o wait for a reply from the other end.
There will be some delay in delivering the message to the
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host, but the messages can come in at a steady rate. The
advantage is that the simple RTU will not have to getinvolved
in all the work required to manage the communications line
at all.

However, more advanced SCADA systems requiring duplex
communications will require some alteration to allow for the
slower pacing of the message transfers. If the sending end
must wait for a reply from the receiver before proceeding 1o
the next step, then the time involved to receive the response
must be considered, The sophistication of the user’s protocol
will determine the impact of these delays, and advanced
techniques such as the “Kermit sliding windows” protocol
will minimize the effect on overall throughput. This protocol,
developed at Columbia University and used in many file
based systems, was specifically designed to accommodate
packet type ransmissions. Other equipment, such as Pro-
grammable Logic Controllers (PLCs), may also support a
numbered message system where overlapping blocks can be
handled to allow implementation of a packet system.

If the user’s system has a built-in retry mechanism, then this
scheme must be coordinated with the one in the PRC. One
way to do this is to set the PRC retry count at 0, so that it will
not attempt a retransmission of a failed burst. However, this
does not take advantage of the unit’s capability. It is better to
let the PRC do the retrys, and set the sender’s software to limit
retry attempts.

If the sender’s software has a retry scheme based on a reply
timeout, then it is possible that the receiver will get the same
message more than once. This is because the PRC may have
had difficulty getting the message through, and the sender
sent it more than once because it did not receive a reply in
time. The multiple messages will be delivered in sequence,
and the receiver may have to be aware of this if multiple
processing of the same message would pose a problem. The
message numbering system inherent in many SCADA and
PLC protocols should eliminate any problems with retry
overlaps, but it should always be considered when designing
a system.

CASE STUDIES

The following examples of PRC application are based on
actual field installations done by the author. Minor changes
to the actual requirements have been made in these examples
to simplify the descriptions, but the detailed iechnical com-
ponents are accurately represented. The intent is to present
actual experiences without making any commercial repre-
sentations of any kind in this document.

Case Study #1 — Simple RTU

The first PRC installation done by the anthor occurred in
1988 for a single RTU o HOST computer link. The installa-
tion was to be on an offshore production facility reporting
back 10 a nearby manned facility which was also located
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offshore. The RTU had been developed by the author as a new
product based on Personal Computer (PC) technology. This
unit was the first in what has since become a standard product.
Hardware and software development was complete except for
the communications control software. This had been delayed
until the end of development as it was assumed that the
control functions would depend on the actnal communica-
tions equipment provided for each location. (Figure 5)

When it was decided that the RTU would communicate over
the standard voice radio used by the facility operators, the
many details required to perform this task became evident.
This was compounded by the requirement to operate with
radios in the 50 Mhz range, whose audio quality is normally
considered too poor to support reliable data transmission. The
various timing, error detection, routing, and FCC require-
ments presented a sizable software development effort. The
task was made even less desirable when it was realized that
the efforts would be mostly unique to the installation at hand,
and future installations would surely require considerable
alterations.

Assuming that the RTU software could be developed in the
time required, installation could not be completed until suit-
able low power modems capable of connecting to the standard
voice radios could to be located and tested. The search for the
simple modem accidentally lead to the PRC, which was
initially selected to provide an interim solution until the
software could be further developed.
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Figure 6

However, the PRC worked so well that thoughts of emulating
its performance within the RTU software were quickly aban-
doned. The only RTU software modification required was the
addition of a single command process that sends messages to
the PRC. With this single addition, all of the functions of the
PRC became available to the main RTU software. The per-
formance of the PRC, both as a routine data link and as a
diagnostic tool, far exceeded the initial expectations, When
it was realized that the PRC was itself a fairly standard
product available from numerous sources, its permanent
addition to the PC based RTU became obvicus. The PRC
has since become an integral component in all radio and
microwave based systems designed or installed by the
author.

The final configuration consisted of a Packet Radio Control-
ler connected to RS-232 serial ports on the RTU and HOST
computer. The PRCs were connected to the mike input,
speaker cutput, and Push-to-talk (PTT) line of the voice radio.
Once properly setup, the PRC took care of all overhead
associated with the ransmission of data over the radio sys-
tem. This not only included the normal functions of data
transmission, but also included the details of sharing the busy
radio channel with frequent voice traffic. (Figure 6)

A continuous poll of the RTU was not possible in this system
due to electrical power considerations at the RTU as well as
the normal voice use of the radio channel. In this system, the
RTU was set up to initiate a call to the Host whenever an
abnormal condition was detected. This was expected to occur
only three or four times per day. The PRC took care of all
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communications coniml functions, including not “stepping”
on & voioe ransmission in progress. After the channel is clear,
the PRC exchanges the data packet with the other unit and
regeives an ACK indicating that the block was received
propedy, If & voics transmission oceurs while the data trans-
mission is in progresg, the PRC will detect the error and relry
as reqprred, A (s mkes place without any effort on the pant
of the compuer devices,

Case Study #2 - Complex RTU System

A later installation of stmitar equiprent required that four REUs
connect i 3 single Host computer. In addition, it was desired o
have ene of the RT1 locations agcess information from the other
uitite such that it acted as a sub-host. The PRC provided the
perfect solution without the need for any additional hardware,

This gystem wag st up on its own radio chanael in the
150Mhz range, and inerference from nearby mraffic was not
anticipated. In normal uss, the Host unit connecis to euch
RTIU in a seguence initigted antomatically every 30 minytes
or on demand by the operator. The only Hmitation here was
the batlery power availsble at the RTU locations, which wese
suiar powered. Additionally, the RTUs were programmed {0
initiste s call to the Host on an abrormal condition. With this
scheme, the battery power was conserved whils still provid-
ing the operator with timely alarm information. Figure D)

The ability of the PRC i conanect to any other PRC on the
communigations ¢haonel allowed the secondary Host to be

gasity impleimented at one of the RTU locations, On demand
by an operaior Raypress, the secondary Host would connect
16 the other RTU kocations and download data in a manner
similar 1o the normal host. This allowed operators Iocated st
¢his RTL to see data for all of the pther units without having
to travel back o the primary host. Al this was accomplished
using off-the-shell PRC unity, inclading the eventual yse of
wnits from two different manufactorers,

Case Study #3 - Long Distance Application

The ability of the PRC 10 act 45 a relay station was pat 1 gse
in an application invelving a bost and two RTUs, one of
which was 65 miles from the Host location. Forunately, the
physical Liyour was such that one of the RTUs was between
the farthest one and the host location. Communications were
adequale between the close RTU and the Host, and between
ihe two RTUs themselves. However, the Host could nof
comest to the farther RTU.

The solntion was 10 have the Host connect 1o the fanther RTU
via the oloser one. All that is required to do this is the
inchsgion of (e routing information in the station 1. This
function, call “Digipeating,” is siandard on many of the
commercially availsblc PRC devices. Instead of simply

MULT}—-RTU RADIO RELAY
CONFIGURATION CONFIGURATION
Figure 7 Figure 8
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specifying the ID of the end wnit, 3 “path” & provided that
mentions e name of the intermediaie PR, No additional
programming of the RTU or PRC is necessary. (Figuwre )

ThewoRTU D gy arcin thissysiem are CHIB and VK 156,
which are the names of the offshore platiorms where the
RTUs zre iocated, Nommily, the bost woukd send the com-
mangd "CONNECT CH3E” o "CONNECT VK 136" 1o initi-
ate the conneition direetly (o the desired RTUL Because the
hosteould not connet property with VK156, therelay system
was implemented thiough the ase of the command “CON-
NECT VK186 VIA CH38.” In this case, messages are routed
from the Bost 2l the way (0 VK136 by passing through the
PRO ar CHES. The compnter equipment at CH38 is nat
volved in this wansacton atail, The PRC ar CH38 receives
the packets from the bost, and retransmits them astomatically
0 VK156, The reverse oceurs when VK156 sends a response
back to the Host,

The only drawback o this sitration is the additional bne
delays required 1o pexform the relay. The time required ©
send and receive packets is essemially donbled over the
non-relay case, However, this scheme elirainates the require-
ment for a repeater radio system that would have been con-
siderably more expensive 10 install and maintain. I may alse
be possible to implement the digineating scheme only during
periods of pixx conmmunications, and use the normal direct
conmiect at other times.

Note that several relays can I in place so that a number of
PRCs can beinvolved in the process. The practical imitations
of this arprelated fo theextended ime regquired for the packess
0 pass throngh each of the units in the chain.

Case Shrly & § — Low Power RTU Appikcation

A SCADA system was instalied that was designed 10 operate
at a very low electrical power level, The system congisted of
two RTUs and a gingle Host, with the sddition of other RTUs
anticipated In the near future, The design is based on a RTU
that powers down when not in use, removing all of the power
reguired for the processor a5 well ag the signal mangmitters
and end devicss,

A design based on standard components wag selectad as the
RTU, One key requirement was that the RTU be signaled
when it mmust power up and transmit data, This should occur
when the RT1 isbeing contacted by the Host system, Because
the PRC has 2 connect sigoal available at the normal Carrier
Teteet position on the RS-232 connector, it was fairly simple
to interface the PRC 1o the power-up circuitry of the RTS,
(Figwre 9)

In normal operation, the radio receiver and the PRC are the
only devices that are continpously powered. The units used
had a combined standby power requirement of 40 ma at 12
VI, making battery and solar powered operation quits
feasible, The PRC awaits a connection, and assents its CD ling
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when the Host issaes a comnest reguest. The PRU thus st as
the unit connolier as well 23 the commamcanons canoller,

After the data pansfer is campilete, the KU removes power
frorn itself and effectively gocs 10 sleep. The PRO remaing
powered 10 wait for the neat s¢s5ion. In this particular case,
the RTU is not even aware that it is connesied 1 the PRC st
all. It simply sees commands come in from the sedial ling, and
sends datz out the same way. All of the details of PRC
operation are preprogrammed into the vnit, and the Host
jocation conirols all segsions.

THE PRC AS A DIAGNOSTIC TOOL

One powerful feature of the PRC is its ability to assist in the
initial setup and eventual troubleshooting of the communicas
tions iink. One of the most comnon problems in the operation
of any SCADA system is isolating communications prob-
lems, and the PRC can often be used as a diagnostic ool for
this purpose. Because the PRCs use the link independently of
the data devices, the vizbility of the link can be rested and
verified without assistance from the compoters themselves,
In other words, the quatity of the communications chammel
can be verified without the actual use of the lemetry eguip-
ment, and this can reduce “finger pororing” during dsous-
sions over which party isresponsibie for repairing the systom,

If 2 PRC can: connsct @ aneiher PRC, then the communics.
tiong channel is good, The PRO sends and receives itg hand-
shake data in the same wmanmer that will be used 10 send the
user's data, s¢ a simple connoct tost s all that is nesded
verify the communications. However, if the PRCs fatl o Hink
properly, then no amouns of adiustment in the computerside
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of the system will fix the problem. In this manser, the PRC
acts as a great arbitrator in the battle betwonn the computer
people and the communications peaple. (Figure 10}

The PRC can usually be manually operated (via gimple com-
mands} 1o send test ones into the commumications channel,
‘These tones are neaded for radio calibration, and it gready
simplifiay examination of the tones 8t various points in the
link. Without this simple capability, additional equipment
would be needed 1o inject tones into the system. The PRC
provides this function at no additional cost.

ALTERNATE APPLICATIONS

Although the PRC is designed for radio system use, the basic
techaology lends {self well 1o any shared commanications
mediam. One obvious ose is o apply the PRC w amicrowave
audio cuwceit that bas numeroes comection poinis, APRC at
each point serves 1o connect the devices connected to the
channel in 3 masner very similar to that of the radio. How-
ever, in the microwave ¢ase the PRC will likely be connected
1o a 4 wire low impedance audio terminal rather than w the
speaker and mike of the voice radio. Also, the push-to-tatk
function will not be required. If the microwave is foll-daplex,
the PRC can be easily configured 1o ke advamage of thisto
send and recelve gt the Qame Bme.

Another application is i onits operating in s direct connect
mode. For shor distances and small mnit counts, the PRCs

can be directly connected together with the transmit and
receive leads all skorted together. In this case, the common
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Figure 11

tomnection puing forms 2 network, aithough ata very simple
fevel, This mode can also be used 10 104 a system without the
actaal use of radio equipment privr 10 invialiation, This simy-
iation gliows for gll parameters o be wsted except for the
aotual radio operation. (Figare 11)

Lowger distances or higher unit counts may require the use of
amplifiers or interposing relays 1o redice the load on each
PRC’s transmit circuit. With this scheme, each PRC mransmiis
ont the Common conaection and recedves input directly from
the ponnection.

SUGGESTED PRC IMPROVEMENTS

While the units camently available on the market provide
sccepiable service, there are several areas in which improve-
ment can be made to increase acceptance by the industrial
market. These tiems are suggestions by the author based on
personal experience, and are somewhat subjective in nature.
They are listed in no particular order,

i, Imgprove reliability of the unit with the installaion of a
fallgafe or warchdog tmer in the PRC helf, With this
feawre, the mevitable Wockeps common 1o this wpe of
device can be corrested automatically without the use
of external reset devices.

2. Reduce clectrical power consemption through the use
of CMOS devices and more efficient power regulators
wherever possible. The SCADA market demands low
power i maty instances, atid many of the availaghls
units woulkd be perfectly acceptable if their power con-
sampiion were drastically reduced.

Designs should provide full diagnostic LEDs or other
indicators, The PRC acts as an excellent diagnostic
ook, and the ase of indicators sllows anirained opera-
1015 19 report the status more easily during telephone
troubleshopting sessions,

4. Use hardware settings for the most basic sctups sach as
terminal baud rate. This enhances religbility in vnat-
tended instatlations where an inadvertent change in the
ferming! band rate will effectively kill the unit. The use
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of auioband type settings should be avoided or made
strictly optional.

5. Provide the ability for the nser 1o 2agily store common
setings in & permanent ROM. Relance on battery
backed RAMS oreven NOVRAMS ssnot soceplable 10
many industries, and many current PRL designs use
this techpigue.

6. Provide zsimple hardware reset featore sorosgible from
the RS.232 line. The author hag made simple madifica-
tigns 10 several commercially avaiiable andts that cause
a hardware reset when the RE-232 DTR line {pin 20} is
toggied. This is similer to the techaigue used hy many
Hayes modems g5 g hardware “hangup,” and is desis-
able because it is casy o Implement and does not
Jepend on timing or band raws,

FUTURE APPLICATIONS

The wmost likely fummre applications of PRC wolinology will
vome from the inclusion of PRC control capability in cur-
ronily available eqguipment. Just as communications pro-
grams universally support the Hayes command set for phone
modems, future programs may incorporate PRC command
structures. The standardized nature of the A2S specification
angd the features of cumently available PR units makes this
a very reglistic concept.

It will be necessary for various industry grouns o sponsor
this development. The aeinal details of the PRU AX 25 spegt
fication have already been developed. All that remaing isthe
adoption of application specific dotails omique 10 gach indus.
iy 0 that 3 common design base can be esublished, From
that point, PRC unit can be applicd a5 3 gontnic component
without concern of the unit specific features In most Installa-
gons.
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CLOSING

T should b apparent that the authoris very enthusiastc abont
the use of Packel technology in evervday romote SCADA
applications. Fizld experience has proven that the dovices are
invaluable in the rapid application of off-the-shelf compo-
nents configured as 2 modern SCADA gystem, Continved
development is Hkely as industry becomes aware of the
penefits that can be gained, and the gxpedied improvement in
available equipment will further advance the technology,
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