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INTRODUCTION

Allen-Bradley PLCs can receive

This document provides doetailed information on TEST s implementation of the Allen-Bradley
communigations protocel. Although the user is not expected to be an expert, some familiarity with
Aflen-Bradley PLUs and TEST SCADRA systems is assumed. This document is not & tutorial for
Allen-Bradley PLCs. For additional information sbhout A-B PLCs and interface modules refer o the

following A-B publications:

Publication 1770-6,5,16

Publication ICCG-11.8

Publication 1770-6.5.13

Publication 1785-6.5.2

command massagas and reply to them via Date Highway, Data
Highway Plus, DH-485, or B5-232 network. By using the appropriate interface module, a TEST SCADA
system can access the network and communicate with any PLC using the Allen-Bradley protocol,

Data Highway/Data Highway Plus/DH-4868
Communication Protecol and Command Set Reference
Manual

Allen-Braadtey Communication Division
BCADAApniications Guide

Data Highway or Data Highway Plus Asynchronous
{RS-232.C or RE-422-A) Interface Module [Cat. No.
1770-KF2} User's Manual

Allen-Bradiey 1785-KE Data HMighway Plus
Communications Interface Module Uzer’'s Manual
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PLC-5 HARDWARE INTERFACE

The TEST SCADA software uses a standard RS-232 port for commumoation. This port can be
connected to an Allen-Bradley PLEC-5 in one of the following three ways: -

1 A 1784-CP10Gor 1784-CP1 1 interconnect cable can be used for a direct connection o Channel
G on a PLLC-EB. This provides commmunication to a single PLO on 8 peer to peer basis. Fach
command received by the PLC through channel O Is processed withou! regaerd for the
Dastination i included in the command. The Source 1D included In each command is actually
used 1o specty a flle number in the PLC s memory for which the command apolies.

i A 1770-KF2 modute can be used to connect to Channel 1A on a PLC-D and communicate over
the Data Highway Network, When using this modute, the Souwrce 1D includad In the command
is replaced with the address of the 1770-KF2 module before being sent te the intended PLC.
Sinee the Scurce 1D s acttially used 1o specify a file number in a PLCs memory, only a single
Hle can be accessed for each PLC commected to the 1770-KF2 module. This file is called a
"Compatibility File” and its number is the same as the address of the KF2 madule. The bit
modify and move Instructions BTD, MOV and MVYM can be used in a PLC's |adder loegie 1o
trangfer bits to or from the compatibility file to other areas of a PLC's memaory.

%)

A 1785-KE module can he used to conneact to Charmmel 1A on a PLC-% and communicate over
the Datas Highway Nelwork., This moduole contains a dip switch which can be sel Tur elther
LOCAL or REMOTE mode. Whan in Local mods the 1785.KE module functions just like the
1 770-KF2 module mentioned above. However, when in Remote mode the 1785-KE module will
not raplace the Source 1D with s own address before serading the command 1o the inlended
PLC. 1t will simply pass along whatever Source 1D 5 inciuded in the command just as if a 1784
imeroonnact eable were being used.

FULL vs HALF DUPLEX

Full duplex is used for point 1o point Hinks where two devices communicate on a peer 16 pear
basis. This involves simultaneous two-way communications end both stations on the link can initiate
communicabons whenever they wish, Full Duplex can alse be used to communicate to g number of
ramote stations on the Data Highway using point to point finks,

Half duplex is used for multidrop networks where there is ong master station and ong or more
slave stations, All stations are tied together on a common link, and thus everybody hears everything
transmitted on the link. Sinee there s potential for two station’s transmissions to collide {t they both
try to trangmit at once, only the master can initiate a message any time it wishas, The slaves can only
communicate whan polled by the master,

For communications between a number of stations, either Full duplex ar Half duplex could be
used. Using Full duplex will provide the best perfoermance, MHowever, i i more expensive since
commurications 1o the remotes are via dedicated point 1o point links. Half duplexis based on tull-dupiex
protocol but siso includes a Station 1D at the beginning of each master massage.

Whaern the TEST SCADA software is acting as @ master using haif duplex protocol, the Station
ID included in each outgeing massage is provided by the MAP BCAN or MAP DATA command. The
station D represents the address of a slave on a multidrop link, This should not be confused with the
Dastination D which is the final destination of the message.

in most situations, a PLC is actually a slave on the multidrop fink and the fingl destination of
# message. Therefore, the SRC and DST are the same. However, when multiple PLCs are tied into a
network interface madule, the interface module acts as a slave on the multidrop ink and the PLCs are
the ultimats destinations of the messages. In this situation, the MAP SCAN and MAP DATA commands
should spacily the Station 1D 1o be the address ot the Interface maodule and the Destnation I3 to ba the
addrass of the intended PLC. Refer to the MAP BCAN command for more information on how Lo specily
g Htation 1D,
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MAP SETUP FILE KEYWORDS

The map He contains plam 1axl statements on Hnes which begln with Map Fils kevwortds, Each
tine performs a spacitic function to build and detine the tables which torm tha data map between TEST
SCADA deta types angd Allen-Bradiey PLC data types, The map flle can be processad by any task,
although nermal practice is to have it processed by Task O during system siartup.

The format of the file is very similar to other TSP test files. The keyword is the first word on

the ling, and some abbreviations are allowed. A samicolon {3) can ba used as a comment charactsr,
altowing for comments anywhere in the text fite.

MSG Text message
Text messages can be sent (o the system consalg during map file processing with the MSG

statement. All text after the MSG keyword is echoed o the system consnla.

TAG Table Reference 1D

Ser the tag name for the data mup being defined. By default, the tag names for each data map
are MAP1, MAPZ, MAP3, and so on. These tag names can be used by any HTU type task to select a
dats map by lag name rather than by mdex numboer.

Tag PLC ; Tag for this table s PLCY

ERROR Specify BCC or CRC Error Checking

Specify the type of arror checking that will be used to check the accuracy of each message
packet fransmission. The twa types of error checking available are the biock check chargeter (BCC) and
the 16-bit cyclic redundancy check (CRC-16), The keywords BCC and CRC are used 10 specily the type
of arror checking to use. The default is BCC.

Error CRC ; Speeity CROC error checking
ACK Control Message Acknowledgements

Specify ON, OFF, or AUTO fo control message acknowledgements to a PLC. Specifying ON will
cause an ACK 1o be soent to a PLU after asch message s successfully received. Bpecitying AUTO will
cause an ACK to be sent to a PLC before each message is sent and after aach message is sucoasstully
recetved. The default setting is OFF which prohibits any ACKs from being sent and can significantly
reduce the number of necessary transmissions.

ALK ON ; sendd AUK after sach message is sucaessfully received
ACK AUTD ; serwt ACK betore sending msg and after receiving mag

DUPLEX Specify Full or Half Duplex Protocol

Specify whether FULL ar HALF duplex protocol will be used. The default setting is Full Duplex,
Far more information refer to section Full vs Half Duplex.

DUPLEX HALF ; use Hall duplex protecol

STATION Specify Station 1D

Specify the Station D for the current map table. This 10 iz only neceassary when vsing half
duplex protocol. In half duplex, the beginning of aach message sent by a master contalng a Station 10,
When this unit is acting as & slave endd 2 message is recelved, g oheck is done to see that the Station
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13 included in the message matches the Station 12 of this ame. If it dees not match the message s
ignored,

NOTE: This Station 1D is only used to check incoming messages, it is not included in any
response to incoming messages or in outgoing messages initiated by this unit acting as a master. When
aching as & masier, the Steton 1D haluded in any outgoing message is provided by the MAPR SCAN or
MAF DATA command dself,

STATION 8 ; specify TN address of this map

UNITS Multd PLC Emulation

Within each data map, up 10 16 PLC IDs can be defined, each with its own map setup. The
UNITS command detines how many legical Allen-Bradley PLCs will be emulated by the data map being
defined. I this command is omitted, a valug of O is assumed.

Lnits b » allow B different PLC addresses to be emulated

I Set PLC Address

Spacify the PLC D number 1o be used for subseguent dala maps a5 well as the masimum
number of files that can be mapped for that PLC. No table sizes or data maps can be defined unil an
Dy has been specified. Valid t0s rangs from O to 254 and sach 1D command will begin the next map
serup. Date can be mapped for any PLE file starting with O and ranging up to the maximun number of
tias specified minus one.

14 8 | start defining PLC addrass 4 with a maximum of & files (0-8)

SELE Select Logical TSP RTU

Select a logical TSP ATU which is used in subseqguent TSP data table references. This is 4
converdenca so that subsequent map lines do not have to expileitly name a particular RTU on each line,
The RTU named in the SELECT iine will be the default RTU.

Sele WD34A ; map following chans for West Delta 34 A RTU

FILE Befine a PLC Map File

Defing a PLE Hle which is used to map snecifrc PLO data types with T3P data types. Parameaters
inctude a file number, a keyword specifying the type of file and a number specifying the number of
alemants in the file. Available file numbers range from 0 1o the maximum number of files specified in
the 1D gtatement minus one, There are only 4 FLC data types supported at this time and the avaiiahte
kerywords are:

QUTPUT - digital, off or on
INPUT - digital, off or on
INTEGER - 16 bit Integer

FLOAT - 32 bit fleating point

1 more than one file definition exists for the same file number undsr the same map 2, only the
first definition line for that fle will be accepted.

FILE O QUTPUT 266  ; detine file O as type Output with 250 elements

FILE 1 INPUT 256 ; define file 1 as type Input with 256 elements
FILE 7 INTEGER 128 | detine file 7 as type Integer with 128 elements
FILE 8 FLOAT 64 » define file 8 as tvpe Float with 84 glaments
SCADAWARE™  Allen-Bradley FLC Frotocel  April 1996 - Total Engineering Services Teant - 1651
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MAP STATEMENT Define map between TSP and PLC data

Specify a link between TSP channal data and PLC file data. Parameters inelude a PLC file
number, a number representing the position within that file, a TSP channel or channet range and
optional data type specification, The specitied PLC file number must be defined using the FILE
statemaidt before it can be manped.

Foliowing the PLC file number is a number which represents the positton within that fila where
the TSP channel mapping will begin. Remember, data within a PLC file stars at pasition O and extends
ur Lo the maximur oumber of elaments in the file minus 1.

The next parameter can be either a single TSP channel or a channel range. If a single channel
is given it is diractly mapped with the specifled PLC file and position, I a channel range is specifiad,
the first channet in the range s mapped to the specifled PLC file and posstion. Caonsecutive channels
in the channel range are mapped to consecutive positions e the same PLO file,

For exampla, consider the fellowing lines which couid be used o reap TSP Qutput channels 1-5
with PLE Qutput file O positions O-4. In this example each iine maps a single TSP Quinut channel,

MAP 0 G (1 ; Map PLC file 0 position 0 with ISP channe]l 01
HAP 01 02 . Map PLC file O position | with TSP chennet 02
MAR § 2 (3
MAP Q3 04
HAP O 4 Uh

By using a channel range, the same 5 TSP Cutput channels could be mapped to ths sams §
Outpidt fite positions in & singie command as shown below:

MAP § 0 01:0% ;omap chans 01-06 with file 0 positions §-4

The remaining parametors of a map specification are strictly optional. These paramelters are
keywords which specify exactly what data pertaining to the TSF channals wil be mapped to the PLC
fites,

MAP STATEMENT OPTIONS

Far PLC Output and Input files, each fie focation containg ether a O or 2 1 Therefors, ench
focation can be mapped with the value of a digital TSP channe! [Status Inpul or Ouiput) or the stalus
of o channe! condition, such as the existence of s particular alarm condition, The available keywords
for specifying which channe! data will be mapped into sach PLC Qutput and Input file location are Hsted
nelow. Foliowing each keyword ig the condition far which the corresponding PLC locations will contain
a 1 when the data is transferred from TSP,

VALUE - it current vatue of channel <> 0

NEW - it in alarm but not yet acknowledged
ALARM - if scknowledged but still in alarm srate
BAE -1 eleared but sl within deadband

RED it no longer in alarm and waiting Tor reset

ABNORMAL - if alarm conditions NEW, ALARM, or RESET exist

i no keyword is specified the keyword VALUE is assumed. For PLC Outputs and Inputs,
multiple keywords can be specified on a single line. In such a case, the associated PLU file location
would contain a 1 i any of the conditions are met at the time of the transfer from TSP 10 the PLC. For
example, consider the following 2 map setup fines where file G115 a PLC Output file:

MAP O 001 Value
MAP O 1T D1 New
MAP O 2 01 Value New

Now consider the value of PLE Output locations O, 1, and 2 afier an update of these 3 iocations
from a TEST SCADA unit, i the value of Quiput ¢hannel 1 is 1, FLC Cutput file U position 0 would
contain a 1, otharwise a 0. {f Outpout channet 1 i in alarm but has not yet heen acknowledged, PLOC

SCADAWARE™ — Allen-Brodley PLC Protocel  April 19U6 Total Engineering Services Team - TEST
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Cutput fle O pestion 1 would gonlain a 1, otherwise g 0. I either the value of TSP Output channel is
1 or Cutput channel 1 is in atarm but has not yet been acknowledged, PLC Output file O postion 2
would comtain a 1, otherwise a Q.

An update from g TEST SCADA unit 1o & PLC can occur in 1 of 2 ways, First, a request can be
sent to a TEST unit acting &% a slave. The TEST unit would interpret the requost, buidd up a response
in the PLC format, and send back the response. Second, the TEST SCADA unil can act as a master and
simply build up a PLC command and send ir out.

Mow let us consider what happens when data is transferred in the oppoesite dirvection, from a
PLC to 2 TEST SCADA unit, When data is transferred in this direction, only the PLC josations that are
mapped to TEST SCADRA channel VALUES will have an effect on the TEST SCADA unit. For exampla,
again consider the following 3 map setup lines where file O is a PLC Output file:

MARP G QO 01 Valus
MARG 1 01 New
MAP O 2 01 Value Naw

Now consider the state of the TEST SCADA unit after an update from these 3 PLL locations.
I the value of PLC Output fHile O position 018 1, Output channel T 1 would contain a 1, otherwise a {0,
The uptdate from PLC Output fils O position 1 would have no effact on the TEST S8CADA umit beecause
the mapping does not contain a channel value, The update fram PLC Output file O pasition 2 would
have the samsa effscet as the update from PLO Output File O position O, This is begauss the NEW
parameter waould be lgnored and the VALUE parameter would work the same as i did fo positien 0.

Thegre s one last point worth mentioning about the mappmg of PLC Output and Input files. Smce
thess looations contain either & O or a 1, they are easidy mapped with the Status [npud and Qutput
channels of a TEST SCADA systern, However, PLC Qutputl and Input files can also be mapped o any

""" SCADA chanel, Tranglerring data for value type channels is exactly the same as
transferring data for digital type channeis. When going from a TEST SCADA unit 1o a PLC, the PLE
tocation will be set to 1 when the value of the ecorresponding charmmel is not equal to Q, otherwiss it will
be st to 0. When going from a PLG 1o a TEST SCADA unit, a chamnel value will be set 1o 1 whan the
PLC location containeg a 1, otherwise it will be set 1o 0.

For PLC Integer files each location contains 8 16 Lit intager value, What each 16 hit value
represents depends on the map setup for each location. The available keywoerds for specifying what
data will be mapped into each FLC Input file location are listed balow,

VALUE - integer representation ot channel’s current value
i - i slarm sslpoin

L0 - lo alarm setpoint

)5 - deadband value

I ono keyword is specified the keyword VALUE is assumed. It more than one keyword is
spacified ondy the first one will have affect. Consider the foliowing MAP setup lines where file 7 is a
PLC Integer fils;

MAP 7 O V1 < - map tinteger valus of V1 with file 7 position O
MAP 7 1 VT H < - mag hteger format of bi setpoint with pos 1
MAPR 7 Z2VT LD < - map integer format of lo setpoint position 2
MAP 7 3 A1DB < - map integer format deadband with position 3

For PLC Floating Point files each location containg a 32 bit Hoating point rumber, The data that
gan be mapped te these logations and the keywords used to setup the man are the same as that for
integer files. Now consider the following MAP setup lines whare file 8 is a PLO Floating Point file:

MAP 8 0 V1 < - map float vatue of VT with fle 8 position §
MAP 8 1T V1 HI <- map float format of hi satpoint with pos 1
MAP 8 2 V1 LO <- map float format of lo setpoint position 2
MAP B 3 AT DB =~ map fleat format deasdband with position 3

Again, if no keyword is specified the keyword VALUE is assumed,

STABAWARE™ ™ dllen-Bradley PLC Protocol  April 1996 Total Engineering Services Team - TEST
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SAMPLE PLC MAP SETUP FILE

: Allen. 3rad1e{ PLL Test File
nsg Allen-Bradley PLC Map File Start

error (RO

ack OFF

duplex FULL

units 3

msg Starting Unit 1
1317 10

sele 55180

msg Defining PLL Files
fiie { outpul

file 1 input 32

fz%e 7 integer 10
file 8 float 16

H5E Mdgp7ng tutput File 0
tha
mag 01 ol NEW
ALARM
o8
RESET
ABNDRMAL

KEW ALARM
KEW RESEY

map G 2 01
map 9 3 ol
map 4 4 ol
map 0 5 ol
map § 6 ol
map 4 7 ol
01

8 o2
9 o? NEW

10 02 ALARM

11 o2 DB

12 02 RESE]

13 02 ABNORMAL
map 0 14 si:slb
51-516

map 0 30 vlovg
V1-vh

man
mitp
Magp
mag
map
map

L Eoiin L e o e 30 S ot ot oo Lo L

msg Magpzng Input File 1

32 xlﬁ ﬂéé 1 20 alals
channels §1-0

mag Maning integer Fite /
map 7
AL-ALD

g ﬂagpé&g Floating Point File 8
map 8
map 8 8 al: aﬁ

msy Starting Unit 2
I
sele 55272

msg Defining PLC Files
?9 1 Anput |

ing Input File 1

msg Mapp
5 sl.sih

map 1
msg Starting it 3

sele hil70 :
msg Defining ?l60r11@s

file 0 cutput 10
file 1 input 20

: yse Full duplex :

Louse }6 bit CRC error checking

do nol send any Acks
re%sc%? o
PLCs to be simulated

o totatl of |

v Tipst unit 18 PLE ID 17 with maximum 10 files
o TSP channgl mapping

will be for 55180 RTU

; output bit file
©input bit f}é@

o integer file )

o Tioating noint Tile

: PLC Qutput Mle 0 bit 0 s value of TSP 01

O Cutput file 0 bit 1 is new alarm status of

 PLEC Qutput file 0 bit 2 15 in alarm status of TSP 01
; PLC Output £11e 0 bit 3 iy deacband status of TSP 01
: PLE Output file @ bit 4 s reset status of TSP 01

PLE OQubput file O b1y 5 1s abnormal status of TSP 0l

: PG ﬁutPuf file O bit 6 is New or in alarm status of TSP 01

PLL Qutput fite § Bit 7 is new or reset status of TSP

; PLE Output fite O bit & s value of TSP 02

. PLC Dutput tite 0 bits 14-29 are 15P channels
o PLE Cutput file 0 Bits 38-34 are V5P chanpels

; PLG §np§t file L bits G 15 are 15P

charmels
PLC Input file 1

bits 20-3% are TSP

: PLC Integer file 7 integers 0-9 are TSP channe'l s

o TSP chaneel mapping will he for 55277 RTU

TSP chanpal mapping will be for HILZ0D RIU

SCADAWARE™ — Allen-Bradley PLC Proiocol
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msg Mapping Cutput ile 0
s 8 6901z88

msg Mapping Tnput File 1
map 1 % 51:s816

msg Allen-Bradiey PLC Map File Done

SETTING UP A PLC PROTOCOL TASK

Setting up 8 task to use the Allen-Bradley PLC protogol involves a simple 3 step process. These
staps are!

1. Define the 1ask
2. Load the map tile
3. Select the data map

STEP 1. Any RTU type task, except task O, can be used to communicate using the A-B PLC
protocol, A single line in the main configuration {DAT) file iz ali that is needed to define an RTU type
task. Examples of such lines are:

TASK RTU Coaml
TASK RTU AB-PLC

The keyword TASK indicates a new task definition and the keyword ATU indizates the tvpa of
task. The third itern on the fine can be up 1o 16 charasters long and is simply the task name,

STEP 2. In order Tor the TEST SCADA system to interface with an A-B PLC, a file must be
processad which "maps” TEST BUCADA daia types inte A-B PLC data types. The details of what is
contaitad i the map file are described elsewhere in this document. For now, we assume that the map
tile haz already been created and that it is correct.

The MAPLOAD command must be used to process the map file and setup the mapping schame.
This gommand can be processed by any RTU type task, including task §. Normally this command is
processed by task O during program startup. Thig can be either in the STARTO.RTU file or a subroutine
called from this file. Again, the details of the MAP LOAD command can bs found elsewhere in this
documant in a section called MAP COMMAND,

STEP 3. Once a mapping scheme has been loaded T is accessible by any RTU type task.
However, the default protocol for slt RTU type tasks is the TSP protocol. 1n order for a 1ask to access
a data map and use the Data Highway protocol the MAP SELECT command must be used. This
command is usually processed from within the STARTx.RTU file which automatically gets procaessed
when the task is started. Gnee a valid data map is selected for an RTU type task, the protocol for that
task is determinad by the type af man selected. For more details refer to the MAP SELECT command
in the section called MAP CONMMAND,

MAP COMMAND IN TSP LANGUAGE

This command Is used 1o load a map file, select a particular data map for a task, send deta to
and raceive data from another unit using the A-B protocol, and list the contiguration of & data map 1o
a file, The MAP convrand can he processad only by RTU type tasks. The format of this command is
the word MAP foliowed by & keyword and some additional parameters. The avallable keywaords and an
expianation of each are given below.

MAP SELECT xx

Up to 10 data mapping schemes can be defined on a TEBT SCADA system at one time,
Mowever, each Task can have access to anby one data map at a time, Thig comrmand is used 10 select
a particular data map for an RTU type task, A data map can be selsctad by index number or tag name,

SCADAWARE™  Aller-Bradiey PLC Protocol  April 1996 Total Enginecring Services Team - TEST
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Valid index numbers range from 1 to 10 and the default 1ag rame of cach map s the keywond "TAG
followed by tha index number, This Tag name can be changed from within the map file during a map
foad.

By default, the current data map index for sach task ts 0. This means that there 1s no default
data mapping seheme {or any task and the default protoaol for all RTU type tasks is the TSP protocol,
Once a valid data map is selected for an RTU type task, the protocol for that task is deermined by the
type of map selected {(Modbus or A-B protocot},

The command MAP SELECT 0 can be used by an RTU type task to disassociate ftsetf with any
data map. This will cause the protocol used by that task to be raturned to the TSP protecol. If a third
parameter is not specifiad in the command, & message will be sent to the task processing the command
to show the current map index for that task,

MAFP SELECT 1 ; select data map 1 for current task

MAF LOAD xx AR [filename]

This command is used to procass a map fle which detines a data map. In this command a valid
index number in the range 1 - 10 must be specified in place of the xx shown above. Specifying a map
tag rame stead of an index numbar will not work Tor this command. Because the data map to be
defined is specified in this command by an index number, the task processing the command does not
have to selsct This map, or any data map, brior to processing this commaeand.

Following the map index number is the Reyword AB which spectfias that an Allen-Bradiey map
iz being dafined. The last parameter on the line is optional and 15 used to specity the name of the map
file to be processad. H no file name is specified, the default file narme RTUAB is assumed. If o file name
{5 specified but does nel contain an extension, the defauil Ble extension AR is sssumed.

If an attempt is roade to process a MAP LOAD command using an index numbaer for which a
map has already heen defined, the command will be ignored and the current data map for the specified
indax number will ramain unchanged.

MAP LOAD 1 AB TEST s process map file TEST.AB to define map 1

MAP DUMP [filename]

This command is used 1o list the configuration of a data map to a file. This command can be
processed by any RTU type task, but two conditions must be mat prior to processing the command if
it is 10 be successful. First, the tagk processing the cormmand must have a valid map selected. Second,
the purrently selected map must be defined from a prior MAP LOAD command,

The last parameter on the lne is optional and is used 1o specify the name of the hle to contain
tha fisting of the map configurstion, If no file name is specified, the defauit file name AB.MAP i
assurned. 1f a file name is specified but does nob contain an extension, the default file axtension MAP
s assumed,

MAP DUMP ; dump currently sslected data map to file ABMAP

MAP SCAN sin:dst file start count

This command is used to request data from a remots unit using the A-B protocal. This command
can be processed by any RTU typs task except task 0. Before processing this command, the task
should have a valid A-B data map selected which has been defined using the MAP LOAD command,

Ths first parameter on the ling following the SCAN keyword specifies a Destingtion 1D and
posgibly a Station D, The Destination I represents the address of the PLC that is the uiimate
destination of the messags. This (D must be defined for the currently selected data map at the dme thig

SCABAWARE™ ™ Allen-Bradley FLT Frotocol  April 1996 | Jotal Engineering Services eant - 15T
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message is processed,

For all [ull duplex and most halfl duplex applications, tha Cestination 1D is all that needs 1o be
provided by this parameter. Howaever, when using half duplex protocol, this parameter can alse includs
a Station 1 which is designated using a colon {1 and the format STN:DST. 1 the STN: s not speaified,
the Station 10 included iy the outgoing message will be the same as the Destination 1D,

Following the PLC 1D is the file number for which data will be read from the PLC. This file
rurmher must be delined for the spacified PLC 1D

The last two parameters that miusst be specitied in the STAN command are tha starting location
and number of locations within the map for which dotais requested. All mapping starts at location O,
For axample, it a file of 200 elements is defined |, the actual locations that exist are 0 - 198, 14 the start
location specified is not within the valid range an error will resdlt. If the numbaer of locations specitied
aextends beyond the upper limit, the count will automatically be reduced 1o eliminate the overrun,

When a TSP MAP SCAN command ig processed an A-B Unprotected Read command is
generated. This commarnd can generally be executed by any PLEC node and is used to read words of
data from any area of the PLC data table memory. The number of words to read is automatically
caloulated based on the type of data contsined in the specified file, the starting locatien i the file and
the number of Incations 1o read,

Full Duplex Mods
MAPSCAN 4108 ; read B elements starting at location G from file 1 of PLO 4
MAFSCAN Z 7863 ; 7ead 3 slements siarting at locstion € from file 7 of PLO 2

Half Duplex Made

MAR GCAN4 108 s read B elements starting at location O from fle 1 of PLO 4 Station 4
MAF SCAN 2 7 6 3 ; read 3 elements starting at location § froms fde 7 of FLO 2 Station 2
MAP SCANB:2 763 ; read 3 elements starting at location 6 from file 7 af PLL 2 Station &

MAP DATA stn:dst file start count

This commiand is used to sand data to & remaota unit using the A-B protocol, The paramelers
required by this (,(&*:.wzmrz{:i are the same as those required by the MAP SCAN command with the
axception that data will be written to the specified file rather than read.

When g TSP MAP DATA command 1g processed either an A-B Unprotecied Bt Write or an
Unprotected Write comimand is generated, The resulting commend is determined by the type of file
specified in the command. If the specitied file is eithar an Ouiput or tnput tile an Unprotected Bir Write
commarnd is generated. Otherwise, an Unprotected Write command & genorated.

Full Duplex Mode
MAPDATA 4T Q ; write 8 elements starting at lovation & to file 1 of PLC 4
5

8
3 swrite 3 elarments starting at location 6 1o fitle 7 of PLC 2

MAP DATA 27

Halt Duplex Mode
MAP DATA 4T OB ;write 8 slemisnts starting at location 0 to file 1 of PLC 4 Station 4
MAP DATA 2763 ;owrite 3 glements starting at location 8 to file 7 of PLC 2 Station 2
MAP DATA 527 68 3 ¢ write 3 elements starting at location 6 to file 7 of PLO 2 Swation B

SAMPLE TSP DOWNLOAD FILE

Asgsume that there are 2 Allen-Bradley PLC data maps defined. The Tirst data map, MAPT, is
used to communicats directly with 3 PLU slaves. The addesses of these PLCs will be 1, 2 and 3 for
simplicity. The second data map, MAPZ, 8 used to communicate with 2 additional PLCs that are
connatad 0 8 1770-KF2 module. The addresses of these PLOs will be 4 and 5 and the address of the
1770-KF2 modbule will be 10, Both data maps use the half duplex protocol. %?’1{}&,4{:;?‘1 all B PLL% é:{}i.f%cﬁ
have besn detinad in a single data map, they are setup in 2 data maps for illustrative purpose

STADAVIARE™  Allen-Bradley PLC Protocol  April 1956 Toal Engineering Services Teami - 15EST
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Now assuame that task T will be used as the A-B PLC task and the file LINKT.RTU will be used
to get a continuous update from alt 5 PLCs. Polling can avtornatically begin whenever task 1 is started
by including the jing BEAD LINK1 in the START1.RTU file. Following is an example of what this
LINK T RTU file would look like:

- AlVen-Bradiey PLO Constant Poll File

map sel mapl o osele Tirst data map

map scan 10 016 v oscan 16 elements starting at 0 from file 0 of PLC 1
map scan 2 0 0 16 ; scan 16 elements starting at § from Tile § of PLLC 2
map sean 2 1 0 16 ; scan 16 elements starting at § from file 1 of PLC 2
map scan 2 1 15 16 ; scan 16 elements starting at 15 from file 1 of PIC 2
map scan 3 /08 ; scan 8 elements starting at ﬁ from Tile 7 of PLC 3
map scan A B B B  scan B elements starting at 8 from file 8 of PIL 3

map sel mag? o osele secand data map
map scan 10:4 0 0 16 ; scan 16 glements stariéﬂg at I from file 10 o
map scan 10:4 §

,f.
1 16 8 ; scan 8 elements starting at 16 from file 10 of
map scan 10:5

{ PLE
1 PLE
§ 8 ; scan 8 elements starting at {0 from file 10 of Pig f)

map scan 10:5 8 8 8 ; scan B elements starting at 8 frow file 10 of PLC &

if Back(Dy == 0 1f last scan command was unsuccessful preturn o quit processing
fééwfaaé constant Qﬁ??

et

map data 10:5 9 24 8 ; send B elepents starting at 24 to file 10 of PIC &
force 1 read 1inkl . gueus up sy to continue constant poll

Notice that the MAP SCAN and MAP DATA commands Tor MAPZ use the STRDST notation
whers STH represents the Y7 70-KF2 address and DST represents the PLC address, Whensver data is
reguested from PFLO 4 or PLC 5 it is read from the PLC s compatibility file. The compatibility file of each
PLEC is file number 10 which matehes the address of the 1770-KF2 module. Similarly, whenever data
is sert to PLC 4 or PLC B it is written to the same compatibility fite,

To better undaerstand how to exchange data between a PLC using a compatibility file and a
TEST SCADA systerm, let's take g closer ook at the two MAP SCAN commands shown ghove for PLC
5. These commands are;

map scan 18:5 7 ¢ 8 Loscan 8 eloments starting at 0 from file 10 of PLC &
map scan 14:58 8 8 vosean 8 elements starting at 8 from file 10 of PO B

Agsume that fiie 7 is defined as an Integer file and file 8 is defined az a Floating Polnt file within
PLE 5. Alse assume that the data containad in fifes 7 and 8 iz to be mapped with TSP channels as
shawn below!

PCS 18P Channel
File 7 Flement O Vi
Element 1 V2
Eleraent 2 V3
Element 3 Vi
Elgmeant 4 V5
Flement 5 VE
Element 6 VT
Flement 7 Ve
File 8 FElemant Al
Element 1 AZ
FHement 2 A3
Element 3 A4
Element 4 Ab
Element & AG
Element 8 AT
Element 7 A

Now assume thal compatibility file 10 is defmed as an integer file within PLC 5 and the PLC is

SCADAWARE™ — Allen-Bradiey PLU Frotocol  Apnl 1996 Tolal Englneering Services Joam - TEST
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programmed 1o continuously copy the first 8 elernents of files 7 ardd 8 into this file. The mapped data

contained in fle 10 might then look ke this:

PLC &
Elament 1
Elsmant 2
Flement 3
Elamant 4
Clament &
Flement 6
Elarmeanrnt 7
Element 8
Elemnent B
Element 10
Eiement 11
Element 12
Flement 13
Eioment 14
Element 15
Elemant 16
Element 17
Elament 158
Element 19
Element 20
Elamant 21
Elament 22
Flerment 23

upper 2 bytes of Al

lower 2 bytes
upper 2 byies
lower 2 bytes
upper 2 bytes
tower 2 byles
upper Z hytes
lower 2 bytes
upper 2 hytes
lower 2 bytes
upper 2 bytos
lower 2 bytes
upper 2 bytes
lower 2 bytas
upper 2 bytes
fower 2 bytes

of At
of AZ
of AZ
of A3
of A3
ol A4
of A4
ol A
of AB
of AB
of AB
of A7
of A7
of AR
of A

Fite 7 and file 14} are both Integer files and each element takes up 2 bytes in eithar file, File 8
is & Floating Point file which requires 4 bytes per atement, Therefore, each element in file 8 takes up
the equivalent of 2 elements in file 10, In order to properly read all data mapped with TSP channels
V1-VE and AT-AB from the compatibility file using the two MAP SCAN commands shown above, the
TEST system data map for PLC 1D 5 must be defined as shown below for files 7 and 8;

File 7

File B

PLC B

EBlamant O
Elermnant 1
Element 2
Blement 3
Element 4
Element b
Element 6
Elgment 7

Element B

Element 9

Elamant 10
Eternent 11
Flament 12
Eiement 13
Element 14
Element 15

TSP Channel

Vi
V2
V3
Va4
Vh
Ve
V7
vy

Al
A2
A3
Ad
Al
At
A7
Al

Again, as with PLC 8, define file 7 as an Integer file and tile 8 as a Floating Point Hilg in the
TEST systern. Notice that the elements in tile 8 of the TEST system start at position 8 rather vhan O,
The reason for this should be olear after examining the two MAP SCAN commands in minre detall, First

aof afl, let's took st the command

SCADAWARE™

Allen-Bradley PLC Profocol

April 1996
fage 12

fotal Engimeering Services Team - TEST



map scan 10:5 7 0 8 o scan 8 elements starting at 0 from Tile 10 of PLC 5

When the TEST SCADA system processes thiz command it firs? looks at the specified number
of slements and the type of data contained in the specified fle. Together, this information will
determine how many bytes the TEST systam will attempt 1o read from the PLC. In this command, the
specifisd file is 7 which is defined as an Integer file. Since there are 2 bytes per element and the
numbar of slements specilied is 8, the TEST system will send out a command requesting 16 bytes from
the PLE. The data will Be read from the competibility file, file 10, starting with element O as specified
ity the command, The returned data wisl be written o file 7 In the TEST data map, again starting with
elemant O ag specifiad In the command,

Now lat’'s ook at the second MAP SCAN command

map scan 10:5 8848 ; scan 8 elements slarting at 8 from e 10 of PLC 5

The specified file i1 this command is file 8 which is defined as a Floating Point file. 5ince there
are 4 bytes per element and the command requests B aslements from the PLOC, the TEST system will
send out 8 command requesting 32 bytes from the PLC. Again, the data will be read from compatibility
fite 10. However, instead of starting with element O, data will be read starting with elemant § as
specified in the command. The returned 32 bytes will be written to file 8 in the TEST data map sterting
with position B,

TOTAL ENGINEERING SERVICES TEAM, INC.TEST INC.

TEST INC.
OFEIGE MAIN NUMBER FAX NUMBER

Mew Qrleans, LA
latayotte, LA
Haouston, TX
Varura, CA
Anchorage, AK
Gingapore
Bahrain

(604} 371-3000
(318) 2689-0911
(713) 467-3113
(80B) BER-0403
{807 276-5660

{504} 371-3001
{318} 2690910
{713) 467-8113
{809} 658-9975
{907 276-5361

85-533-4108 65-634-2403
973-680-B78 973-697-010

Fila: H12B0.WP
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Appendix B

Cable Connections

B-16

9-5KT
1BM-AT Computer
Female

Figure 8.9
[nterconnect Cable - 1784-CP10

PLC-5/11, -5/20, -5/30, -5/40, -5/40L, -5/60, -5/60L, -5/80 Processor to

Terminal (using setial port)

o d2m

(10 1)

2 4
RXD | 2 2
GND | 7

nep i

DSA | 6 F-

RTS
C18

DSR
Deb
DTR

25 pin
PLC Processor
Mate

19874

SRS

i
i
H



Appendix B

Cable Gonnaclions

Figure B0

interconnect Cabie - 1784-CP11

PLC-5141, -5/20, -5/30, -5/40, -5/40L, -5/60, -5/50L, ~5/80 Processor fo
Terminal {using a serial port)

e iy

25-8KT 2EBKY
1EM-XY Computer PLG Processer
Famale Male

iw s ‘ ............ t; RTS
. c1s s |- : ~ B CTs

nan ﬁ‘rw e 6 | DoA

DTS | 26 | o

vt

B-17



312 Chaptor 3 insiafling the 1770-KF2

If vou ave conneeting a 1770-KF2 module Lo an B5-232-C
compatible device {e g, modem or computer), then vou
must mount the module within 50 cable feet of that
device. For such apphications, the module’s GNI must
be connccied o the GNID of the modem or computer.

This type of connection does not provide electrical
isolation belween the module and the connectad device.

If & connection is made between the 1770-KF2 and an
R5-422-A compatible device, you can mount the device
and the module up Lo 4000 cable feel apart.

Direct Connection to a Computer

To conneat the module directly to 8 compuler, you can

construct your own cable according to the wiring

diagram in figure 3.6a. This cable plags inlo the

COMPUTER ASYNCHRONGUS connector en the mmodule and the
HS5-232-0 or R5-422-A compalible connector on the

computer (Hgure 3.8a). Connect the cable shield at

one end only, Be sure that the cable length does not

excead the R5-232-C hinit of 50 feet or the R5-422-A

hmmit of 4000 feet.

This type of connection includes the DTR signal (o
allow each end to detect the loss of the other end’s
ability to communicate. I your computer does not
provide the DTR signal, jump pins 6 and 8 at the

1770-KF2 module to pin 20,

Figurer 3.6
Connection lo a Competer

2b-pin female 28-pin male

caonnactor connhacior
ASYnchronous / \ ggﬁggg o
port connector "L..] Cable r‘r A
of V770-KEZ J_l LL ;«fs;;mfféié
meodule "
(RS-232-C} computer

a) Conpection Diagram
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Chapter 3 Installing the 1770-KF2

Figurg 3.64
Wiring Diagram for RS-232-C

haynchronous FS-232.C
g?wﬁf}%“xg “ compatibie pon
wmodute N connecior of
{R5.232-0) computer
1 ) i . 1| Chass
p Cabie {not exceeding 50 Fi} 7 1signar
P i XX S A RXD
-4
3 + XX - 2 | 1xo
: _ 4
6 XX - 20| 07R
8 XX -y DCD
1 U I
3 5| o8
*, P
2h-pin female 25.pin male
connector connactor
b} Wiring Diagram of RS5-262-0
[RRTEES
Figure 3.6
Wiring Diagram for RS-422-A
Asynchronous
port conneslon G495 A
of 1770-KF2 compatible port
rmod.ile connactor of
(A5-422-A} eompliter
L
i ?\ Cable {not exceading 4300 1)
14 R

25 FDB

16 : : i TOA

18 " T TOH
4
i :
Ly .

4 Note: The connector and the oo outs for
the H5.422-A compatible compular

& WJ porl will depend on the computer
rarutacturer's slandard assign-

& ment, Other ping may have to be
wmpered on the compuler connectar

20 to Bnstre proper operation,

\ 26-pin femate

CONNBCIGY Y wiring diageam for RS-422-A
11305



314 Chapler 3 Installing ihe 1770-KF2

Conaection (o a Modem

To connect the module 1o a modem, you can construet.

vour own cable gecording 1o the wiring diagram in

figure 3.7, This cable plugs into the COMPUTER
ASYMNOHRONOUS connector on the module and the RS-232-C
compatible connector on the modera (fipure 3,70

Connecl the cable shield at one end only, Be sure

that the cahle length doss not exceed the R3-232.C

limit of 30 fest,

Figure 3.7
Connection (o g Modem

25-pin female 25-pin male
connecior cannecior
Asynchronous O e
2t RS- 2300
p;;);lﬁzmgmr ' compatible part
gmduie‘i{ - - ) LL cannector of
{RS-230-C) morem
Asynchroenous {a} Connection diagram
port connector RE-232-C
o 1770-KF2 compatibie port
muodiie sonnector of
(RS-232-C) modem
U ’l\ Cabile (not exceeding 50 11.} 1| Chassis ground
7 Ww-.} {—mm}; Signal ground
; l S— )0( — s
3 XX - i 3 | RXD
I\ S
4 XX - + a | Rrs
L | ) + “-:* oTe
5 XA - I 5|cTS
6 XX - 5 | DSR
4 < —
8 XX » B | DCD
26 XX N ) 20| DTR
o -

\ 2&-pin fomala 25-pin mala /
connector cormector

(b} Wiring diagram

14834
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Clear

PLC- 5

o

shield

Top

Mol

Blue

Bot
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Connecling Your RE-Z32.C 4.5

Lravice i the 1785-KE

Direct Connection fo a Computer

To connect the module directly to a computer, you can
use a data terminal intertace cable {cat. no.

1770-CG). This cable plugs into the BRE-232.C PORT
connector on the module and the RS-232.C compatible
connector on the computer. Connect the cable shield
at one end only,

The 1770-CG cable is 16.5 Feet long. If you need a
longer cable or a male/female adapter cable, you can
construct your own according to the wirlag diagram in
Figure 4.2. Make sure that the cable length does not
exceed H0 feet.

Figure 4.2
Wiring Bisgram -~ A§-232-C PORT Conneclor o Corapuler

R5-282-C PORT

connector of RG-232-C campatible PORT
1TH5-KE moduie connest fo H
1770-CG Cable (16.5 1) ornegtor of computer
GHLD | 1 1 {gHLD
GND | 7 b + % l F———v 7 {GND
TXD | » & )0( - + a | BXD
RXD | 4 XX 2 | TXD
DSR | & XX 20| DTR
D0 ] 8 e  — Xx & L_&.\ g DCD
OTH |11 ; R & 1 DoR
GND {13 < 111 GNI
RYS 1 4 4 1HTS
TS 1A ::] C: g 1 TS
15-pin Male 28-pin Male
Connactor Connector

This type of connection includes the DTR signal to
allow each end to detect the loss of the other end’s
ability to communicate. H your computer does not
provide the DTR signal, jumper pins 6 aond 8 at the
maodule to pin 11,

THE3E
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Cormecting Your RS-232-C
Davice to the 1785-KE

Connection to Another Communication Module

You can connect the 1785-KE to ancther Data Highway
interface module with a longline cabte, This cable

gan be up Lo 7,000 feet long, However, remember that
the cable lenglh can limib the communication rate
{refer 1o the section earlier in this chaptor entitled
Electrical Characteristics of the BS-232-00 Port).

For information on how to construet a longline canle
for canneclion to a:

o VI7T1-KG medule, refer to figure 4.3

0 [773-KA or 1775-KA module, refer to figure 4.4
To construct the cable, uge 1 male connector gt each
end. Use Belden 8723 or equivalent cable (available

from Allen-Bradley under cat, no, 1778-CR), Connect
the cable shield at one end only,



Chapter 4 Connacting Your RS-232-C 1-7
Device to the 1785-KE
Figure 4.3
Connection to a 1771-KG Module
User-supplied Cable
Belden 8723
{7004 £t max)
R&-232-C PORT . RS-232-C
connector Of (Ca[, ng. 17]8‘(:%;) F‘)OHT connector
1785-KE module of 1771-K{3 moduie
15-pin Male Connect the shield 15-pin Male
Connector at ong end anly \ sonnector

sueol 1 [T “‘”?\ r‘?‘*"""”" 1 [sHLD

TR 2 W — 3 |RXD
TXDRET | 14 T 13 | AXDRETY

RXD| 3 - k- 2 | TXD
RXDRAET | 13 14 | TXDRET

RTS | 4 J / w4 | ATS

- [
CTs | 5 User-supplied Cable { & |CTS
Belden 8723 "

DSR| & (7000 ft. max) 6 | DER

DCDL 8 8 | DCD

DTR| 1 11 |DTRH

E \—“—— User supplied male connectors - '/
15235
Figure 4.4

Connection to a 1773-KA or 1775-KA Module

User-supplied Cable

Beiden 8723
{7000 t. max) [R5-232-C POAT
R&-232-C PORT connector of
connector of {cat. no. 1778-CR) 1773-KA or 1775-KA
1785-KE module module
15-pin Male __ Connect the shield 25-pin Male
Connector / at one end only \ Connector
sHD| 1 [T T T _;H r'ﬁ“"“’"“ 1 |sHip
TXD| 2 N 3 | AXD
TXORET | 14 1 25 | RXDRET
HXD| 3 - : : :‘4 o | TXD
RXDRET | 13 o e 7 | TXDRET
AT | 4 / 4 | RTS8
\_/ Nt
" . o
€15 | 5 User-supplied Gable 6 | CT8
nsr| & Belden B723 i 6 | osR
{7000 ft. max) "
RCO| 8 g | oecD
DI | 11 20 | DTR

\—— Lser suppiied male conneclors

15238




4.8 Chapler 4 Connaecling Your R5-232-G
Dawvice fa the 17685-KE

Conneclion to a Modem

To conneet the module to a modern, you can use the
maodern interface cable {eat, no, 1770-UF). This cable
plugs tnto the RS-232-C PORT connector on the modale
and (he BE-232-C compatible connector on the modem.
Connect the cable shield at one end only,

.....

longer cable or g maledemaie adapter cabls, vou can
construct your own according to the wiring diagram in
Figure 4.5, Be sure that the cable length does not
exceed the RS-232-C linit of 50 feet.

Figurp 4.5
Wiring Diagram - R5-232-€ PORT Comnector to a Modem

R5-232-0 PORT

connesior of R&-232-C commpatible PORT
1785-KE module aanngetor o modem
SHLD Y - - ,J,\ 1{SHLD
GRD ?Mj 1770-0F Cable (1865 1) 1 | oNE
TXB| 2 )0( - 2 | TxD
& Py
RXD {3 )0( e a | RXD
& &
RTS| 4 XX o~ 4 1 BTS
2 - )
ersl s XX - 5 | CTe
psr| 6 1 XX 'f 6 | DS
oco| B XX - + 5 | DoD
pra 1 ? XX - 20| DTR
pe (R S I A 1
(o] W S i GE—
GNDH 13 .. 17 | GND
th-pin Male Z8-pin Male
Conneclor Conngcior

1R
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